
EExtraction Report - Apple iPhone

Summary

Report creation time 23/03/2022 10:46:37 AM +11:00
Time zone settings (UTC) (UTC+10:00)  Sydney  (Australia)
Examiner name Forensics
Location Sydney
Case number E17-1221
Case name OP Tolosa
Evidence number E17-1221-AS-4-16-PR-0001
Department Forensics
Organization NSW ICAC
Notes iPhone12Pro A2407 S/N: DNPDR0DU0D97 IMEI: 356695116208403 with cracked screen/protector used by

Joseph Jacob

Source Extraction
Advanced Logical
      Extraction start date/time 17/03/2022 1:57:21 PM(UTC+11)
      Extraction end date/time 17/03/2022 2:21:50 PM(UTC+11)
      
      
      
      Selected manufacturer Apple
      Selected device name A2341 MGLW3LL/A iPhone 12 Pro
      
      
      
      
      
      Extraction (UFD) file data integrity Intact
      Time zone settings (ID) _Australia/Sydney
Logical (1)
      Extraction start date/time 17/03/2022 3:40:09 PM +11:00
      Extraction end date/time 17/03/2022 5:10:20 PM +11:00
      
      
      
      Selected manufacturer Apple
      Selected device name A2341 MGLW3LL/A iPhone 12 Pro
      
      
      
      
      
      
      Extraction (UFD) file data integrity Intact
      Report type Phone
Logical (2)
      Extraction start date/time 17/03/2022 5:17:10 PM +11:00
      Extraction end date/time 17/03/2022 5:17:23 PM +11:00
      
      
      
      Selected manufacturer SIM Card
      Selected device name SIM
      
      
      
      Extraction (UFD) file data integrity Intact
      Report type SIM 1
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      Connection type
Logical (3)
      Extraction start date/time 17/03/2022 5:17:29 PM +11:00
      Extraction end date/time 17/03/2022 5:17:48 PM +11:00
      
      
      
      Selected manufacturer SIM Card
      Selected device name SIM
      
      
      
      Extraction (UFD) file data integrity Intact
      Report type SIM
      Connection type

Plugins

# Name Author Version

Contents

Type Included in report Total

Chats 2 2

Native Messages 1 1264

joseph@prolet.com.au 1 1264

Recents 1 1292

Instant Messages 4 4

Data Files 1 1

Images 1 1

Tags 7 20
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Chats (2)

* These details are cross-referenced from this device's contacts

Native Messages (1)

joseph@prolet.com.au (1)

# Deleted *

1
Name: chat860782093555988876
Source: Native Messages
Account: joseph@prolet.com.au
Source Extraction: Logical (1)
Body file: chat-2.txt

Participants:

+61 0972
Mayor Angelo Tsirekas *

+61 0147
John Kinsella AM *

joseph@prolet.com.au
Joseph Jacob * (owner)

Recents (1)

# Deleted *

1
Start Time: 9/04/2019 2:27:10 PM(UTC+10)
Last Activity: 9/04/2019 2:27:10 PM(UTC+10)
Number of attachments: 0
Source: Recents
Source Extraction: Logical (1)
Body file: chat-1.txt

Participants:

+61 0013
Joseph Jacob*

+61 0972
Mayor Angelo Tsirekas *

+61 0147
John Kinsella AM *
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Instant Messages (4)

* These details are cross-referenced from this device's contacts

# Source From To All timestamps Content Deleted *

1 Native
Messages

+61 0972
Mayor Angelo
Tsirekas *

+61 0013
Joseph Jacob*
(owner)

Timestamp:
28/04/2017
10:51:25
AM(UTC+10)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013
Joseph Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

2 Native
Messages

+61 0972
Mayor Angelo
Tsirekas *

+61 0013
Joseph Jacob*
(owner)

Timestamp:
29/04/2017 9:11:25
AM(UTC+10)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013
Joseph Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

3 Native
Messages

atsirekas@ +61 0013
Joseph Jacob*
(owner)

Timestamp:
22/03/2016
10:49:59
AM(UTC+11)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013
Joseph Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

4 Native
Messages

atsirekas@ +61 0013
Joseph Jacob*
(owner)

Timestamp:
22/03/2016
10:49:58
AM(UTC+11)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013
Joseph Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

4
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Data Files (1)

Images (1)

# File Info Additional file info Thumbnail Deleted *

1 Name: 5005.JPG
Path: iPhone/mobile/Media/PhotoData/

Thumbnails/V2/DCIM/114APPLE/
IMG_4670.PNG/5005.JPG

MD5: 0c138000a0f12a97e8c794f6ab77
1329

Size (bytes): 79670
Created: 30/08/2019 1:17:07 PM(UTC+10)
Modified: 30/08/2019 1:17:07 PM(UTC+10)
Accessed: 30/08/2019 1:17:07 PM(UTC+10)
Source Extraction Logical (1)
Meta Data:
Pixel resolution: 360x780

Tags (7)

# Type Name Tag description Event Tags Created Modified Back

1 Chats Recents Important 22/03/2022
8:58:41 AM

22/03/2022
8:58:41 AM

Deleted

Start Time: 9/04/2019 2:27:10 PM(UTC+10)
Last Activity: 9/04/2019 2:27:10 PM(UTC+10)
Number of attachments: 0
Source: Recents
Source Extraction: Logical (1)
Body file: chat-1.txt

Participants:

+61 0013
Joseph Jacob*

+61 0972
Mayor Angelo Tsirekas *

+61 0147
John Kinsella AM *

2 Chats Native Messages Important 22/03/2022
9:11:46 AM

22/03/2022
9:11:46 AM

Deleted

Name: chat860782093555988876
Source: Native Messages
Account: joseph@prolet.com.au
Source Extraction: Logical (1)
Body file: chat-2.txt

Participants:

+61 0972
Mayor Angelo Tsirekas *

+61 0147
John Kinsella AM *

joseph@prolet.com.au
Joseph Jacob * (owner)

3 Images 5005.JPG Important 22/03/2022
10:24:26 AM

22/03/2022
10:24:26 AM

File Info Additional file info Thumbnail Deleted
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Name: 5005.JPG
Path: iPhone/mobile/Media/PhotoData/Thu

mbnails/V2/DCIM/114APPLE/IMG_46
70.PNG/5005.JPG

MD5: 0c138000a0f12a97e8c794f6ab77132
9

Size (bytes): 79670
Created: 30/08/2019 1:17:07 PM(UTC+10)
Modified: 30/08/2019 1:17:07 PM(UTC+10)
Accessed: 30/08/2019 1:17:07 PM(UTC+10)
Source Extraction Logical (1)
Meta Data:
Pixel resolution: 360x780

4 Instant
Messages

Important 22/03/2022
11:16:19 AM

22/03/2022
11:16:19 AM

Source From To All timestamps Content Deleted

Native
Messages

+61 0972
Mayor Angelo
Tsirekas *

+61 0013
Joseph Jacob*
(owner)

Timestamp:
28/04/2017
10:51:25
AM(UTC+10)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013 Joseph
Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

5 Instant
Messages

Important 22/03/2022
11:16:32 AM

22/03/2022
11:16:32 AM

Source From To All timestamps Content Deleted

Native
Messages

+61 0972
Mayor Angelo
Tsirekas *

+61 0013
Joseph Jacob*
(owner)

Timestamp:
29/04/2017 9:11:25
AM(UTC+10)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013 Joseph
Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

6 Instant
Messages

Important 22/03/2022
11:20:32 AM

22/03/2022
11:20:32 AM

Source From To All timestamps Content Deleted

Native
Messages

atsirekas@ +61 0013
Joseph Jacob*
(owner)

Timestamp:
22/03/2016
10:49:59
AM(UTC+11)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013 Joseph
Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox

7 Instant
Messages

Important 22/03/2022
11:20:43 AM

22/03/2022
11:20:43 AM

Source From To All timestamps Content Deleted

Native
Messages

atsirekas@ +61 0013
Joseph Jacob*
(owner)

Timestamp:
22/03/2016
10:49:58
AM(UTC+11)

Direction:
Incoming

Participants:

Participant Delivered Read Played

+61 0013 Joseph
Jacob

Source Extraction: Logical (1)
Status: Unread
Message Type:
iMessage
Folder:
Inbox
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